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Dear delegates, 

It is a pleasure for us to welcome you to the of CARMUN 2020. On this occasion, 

Luis Cuba, Diego Reyes and Rodrigo Temoche will be the board of directors. We 

have high expectations of you on the committee and we hope you will come up 

with innovative solutions and eager to debate. 

We hope to see a committee that moves quickly and that brings up 

transcendental issues for the creation of a policy applicable to all countries, but 

above all, we hope to see delegates aware of the responsibility that deserves to 

represent a diplomat. We believe that our committee's topic is a pertinent topic 

that discusses the intersection of many social issues that need to be addressed. 

We are excited to hear you debate, discuss and reach a resolution. 

Through our sessions, you will gain a new understanding of how difficult it is to solve 

large-scale problems, but also how creativity and cooperation make the task 

easier. We hope that you leave CARMUN with a more nuanced idea of the issues 

we discuss, and that you gain experience that you will carry with you in your future 

careers, as critical thinkers and as policy makers. 

 

Good luck, see you in October! 
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INTRODUCTION TO THE TOPIC: 

In the last decade, both governments and giant corporations have become data 

miners, collecting information about every aspect of our activities, behavior and 

lifestyle. New and inexpensive forms of data storage and the internet connectivity 

revolution — not only in content, but in fact — in just about everything (from smart 

appliances to nanobots inside people’s bodies) — enable the constant 

transmission of big data from sensors and data-collection devices to central 

“brains”; the artificial intelligence revolution has made it possible to analyze the 

masses of data gathered in this way.   

As the United Nations High Commissioner for Human Rights cautioned in her 

opening remarks to the seminar, such practice ‘threatens individual rights 

(including to privacy and to freedom of expression and association) and inhibits 

the free functioning of a vibrant civil society.’  Furthermore, arbitrary 

communications surveillance poses a threat to anonymity of communications 

and in turn human rights defenders, whistleblowers and investigative journalism.   

While expectations of privacy are under serious challenge, the self-interest of the 

various constituencies that make up the Internet users, advocates, industry, and 

government are all pushing toward the adoption of technologies and rules that 

provide individuals with greater control over their information and their privacy.    

 

HISTORY OF THE COMMITTEE: 

The United Nations Human Rights programme has grown considerably since its 

modest beginnings some 60 years ago. Organizationally, it started as a small 

division at United Nations Headquarters in the 1940s. The division later moved to 

Geneva and was upgraded to the Centre for Human Rights in the 1980s. At the 

World Conference on Human Rights in 1993, the International Community 

decided to establish a more robust human rights mandate with stronger 

institutional support. Accordingly, Member States of the United Nations created 

OHCHR by a General Assembly Resolution in 1993.  

The United Nations Commission on Human Rights, established in 1946 and 

reporting to the Economic and Social Council, was the key United Nations 

intergovernmental body responsible for human rights until it was replaced by the 

Human Rights Council in 2006. In addition to assuming mandates and 
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responsibilities previously entrusted to the Commission, the newly created Council, 

reporting directly to the General Assembly, which elects forty seven member 

states to conform it up, has expanded mandates. These include making 

recommendations to the General Assembly for further developing international 

law in the field of human rights and undertaking a Universal Periodic Review of 

the fulfillment of each State of its human rights obligations and commitments.  

 

 

 

 

 

 

 

 

 

https://news.un.org 
Human Rights Council session on 18 May 2018, United Nations Office in Geneva. UN Photo/Elma Okic 
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STATEMENT OF THE PROBLEM: 

Within the legal framework of international law, the right to privacy is 

contemplated in various international treaties, such as: the International 

Covenant on Civil Rights, and Politics and the Universal Declaration of Human 

Rights. Both treaties have been signed by the vast majority of countries in the 

world. But mentioning this becomes insignificant if we do not clarify what the 

problem is with these agreements. that's why we need to look at the following 

articles. 

  

Article 17 of the International Covenant on Civil and Political Rights states that 

"that no one shall be subjected to an arbitrary or unlawful interference with his or 

her privacy, family, home or correspondence, nor to unlawful attacks on his 

honour and reputation, and that everyone has the right to protection of the law 

against such interference or attacks". The article has simply not contemplated 

attacks within the internet, however this article can be interpreted in such a way 

that they can be considered a violation of this article. Unfortunately it's just 

common sense. The real problem lies in the ease of violating someone's privacy 

over the internet and that many countries do not have the necessary legal 

regulations. Today technological advancement has allowed those with 

knowledge and ill intentions to act with immense freedom. From the most 

dangerous hackers to the world's largest companies that have agreed on 

millionaire contracts with social media to collect data, they have violated this 

right for the purposes of their own interest. 

  

Beyond the interference of social networks in the right to privacy, the participation 

of national security has become a very worrying issue in the interpretation of this 

right. It is a fact that surveillance operations and massive data collection violate 

the rights and security of the population. However, these are tools to ensure the 

protection of the country and its citizens. Unfortunately, the unjustifiable use of this 

power can be self-defeating. Therefore, it is the duty of states to regulate the 

balance between the right to privacy and the practice of surveillance. 

  

Regarding the practice of surveillance among civilians, some of the measures to 

protect citizens from illegal interventions from surveillance, should be established 
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within an effective legal framework. Nevertheless, the systems of legislation in 

many countries become more than obsolete, even non-existent. That is why, it is 

impossible to guarantee the right to privacy without the presence of clear and 

transparent laws condemning the use of the internet or telecommunications for 

surveillance purposes. 

  

On the other hand, the bulk collection of data poses a threat to the right to 

privacy. However, there are different points of view in regards to this issue. Some 

say that non-targeted, indiscriminate surveillance could never be proportionate 

and any activity of that sort should always be targeted and justified. The European 

Court of Human Rights’ jurisprudence states that non-targeted surveillance 

undermines law. While others say that bulk collection of information is not 

necessarily disproportionate, but the storage and use is, like security cameras, for 

example. Reviewing surveillance is obstructed also by the lack of transparency, 

which is required regarding specially about the scale of interference with the right 

to privacy, the purpose of it and the likelihood to achieve its objective. 

  

 CASE STUDY: Facebook - Cambridge Analytica scandal: 

 

“It was my mistake, and I’m sorry”. These were 

the words that Facebook founder Mark 

Zuckerberg stated in his first hearing back in April 

2018 after the Facebook-Cambridge Analytica 

scandal. Cambridge Analytica Consultant is a 

company that analyzes and collects data to 

make publicitary campaigns and political 

propaganda. It was accused of stealing 

information from millions of users without their 

permission from the popular social media site. 

Allegedly, said information was used to aid 

current US president Trump’s campaign, ruining the reputation of the other 

candidates. Trump, who hired the consultant in 2016, paid them over $6.2M and 

also in Brexit for the United Kingdom.  

 

This data-stealing system was created by Cambridge University professor 

Aleksandr Kogan, who created an app that functioned as an online test that 

required the users to log into Facebook and grant permissions to the app. These 

included access to their location and contacts in the website. This resulted in the 

https://www.xataka.com 
The accusations go back to 2018 and only 

this year an $5 billion fine has been recently 

issued. 
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gathering of information of 87 million profiles. The information was later sent to 

Cambridge Analytica after paying professor Kogan $800K. This series of events 

were later revealed by a former worker from the British company, leading to the 

scandal and trials involving Mark Zuckerberg. Kogan responded to the press that: 

"My view is that I'm being basically used as a scapegoat by both Facebook and 

Cambridge Analytica when... we thought we were doing something that was 

really normal". 

 

Alexander Nix, former CEO of Cambridge Analytica, also allegedly took more 

than $8M from the firm before its collapse, he however refused these accusations. 

 

In the first stages of the case, Mr. Zuckerberg made his first statements, showing 

openness to new policy and regulations, but no one was really sure how to 

proceed. Then, in October 2019, US congresswomen Alexandria Ocasio-Cortez 

(AOC) conducted a hearing including questions about the scandal for the CEO. 

In just five minutes, she managed to ask him about his knowledge of Cambridge 

Analytica, misinformation in publicitary publications, and its relation with political 

campaigns.  

 

After the backlash, Facebook promised to implement different regulatory 

measures such as investigating apps with access to “large amounts of 

information”, an option to erase all of your search history and an encrypted site 

combining major social media platforms: WhatsApp, Messenger and Instagram. 

As we are able to tell, these promises have either not been implemented yet or 

they have seemed to stop at one point. 

 

This case allows to see how the lack of regulatory systems or loopholes in them, 

can result in the violation of someone’s private data. As well as the importance 

of misinformation and awareness of where we are allowing our data to go. 

 

PAST INTERNATIONAL ACTIONS:  

While nearly every nation has motivation to agree that there needs to be a 

solution to the problem of rampant cybercrime, many disagree on how that 

solution should be implemented. Far-reaching proposals that may go a long way 

towards fighting cybercrime would also involve a far greater governmental 

involvement in regulating the Internet. In December 2012, 155 of the UN member 

states met in Dubai in order to discuss an amendment to a previous treaty that 
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would allow the International Telecommunication Union to expand its regulatory 

powers to Internet service providers (ISPs). This measure would greatly reduce 

online anonymity and potential for attacks in addition to providing smaller 

countries with international assistance in regulating their own Internet usage. 144 

countries participated in the voting process, of which 89 agreed to the changes. 

Despite the fact that this plurality represents over 60% of the voting members, the 

measure drew few signatories. Many African, Arab, and Latin American countries, 

including Russia and China supported the final document; many Western nations, 

as well as Japan and India, argued against it as excessively restrictive and 

antithetical to the values of the Internet. This conference represents an extremely 

important international initiative to combat cybercrime, but ultimately, many 

countries that would be heavily involved in its execution did not sign the treaty. 

Also, late in 2013, the United Nations General Assembly adopted a resolution 

drafted by Brazil and Germany about the right to privacy in the digital age. This 

resolution calls upon all states: 

● To end privacy violations and prevent further privacy incursions and ensure 

that national laws, practices and procedures conform to existing 

international human rights obligations, 

● To establish independent national oversight mechanisms capable of 

maintaining transparency and accountability for state surveillance of 

communications, 

●  Requests the United Nations High Commissioner for Human Rights to submit 

a report to the General Assembly on the protection of the right to privacy. 

This is the first General Assembly resolution on 

the right to privacy since 1988 and it 

represents an excellent opportunity for states 

to update their understanding of international 

human rights law in the context of the massive 

technological developments that have taken 

place over the last 25 years, and will keep 

growing disproportionately over the years.  

  

 

 

https://www.livemint.com 

World Conference on International 

Telecommunication in Dubai, United Arab 

Emirates, back on Dec. 3, 2012. (Kamran 

Jebreili/AP). 
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PROPOSED SOLUTIONS FOR CYBER ATTACKS: 

It is essentially impossible to fully defend a system from 

attack. Most estimates place the average number of 

bugs per 1,000 lines of code somewhere between 5 and 

20. The systems that run national infrastructures, banks, 

corporations, and even our personal computers rely on 

millions of lines of code, illustrating both how common 

programming bugs are, and how vulnerable these 

systems are to attack. In May 2017, thousands of 

corporations around the world were affected by a 

massive ransomware cyber-attack called "WannaCry", which encrypted sensitive 

data from various systems and made them inaccessible, only giving the option to 

enter by paying money through crypto-currency. However, that is not to say that 

preventing attacks is impossible. What follows is not an exhaustive list of solutions; 

simply possibilities the international community may want to consider. 

Strengthen Retaliation Mechanisms 

One of the easiest mechanisms for resisting cyberattacks is to demonstrate a 

strong ability to retaliate. For the most part, attackers act with general impunity 

from consequence. They know that it will be immensely difficult for the systems 

that they are attacking to respond to them, and therefore see their actions as 

having little risk with the capacity for great reward. If the attacker sees their 

actions as having legitimately dangerous consequences, they might think twice 

about launching an attack. However, it usually turns out that an attacker has very 

little to fear in the real world. When a private business is the target of an attack, it 

is often left alone to attempt to respond. In many cases, the business will simply 

be unable to do so due to a lack of the resources necessary to properly defend 

itself and will therefore simply be forced to accept the consequences. It is very 

common, for instance, for the operators of botnets to hold a website hostage in 

order to receive payment from the site’s owner to regain control of their servers. 

Governmental involvement can help in these cases, but without thorough 

involvement, its attempts are likely to be just as ineffective as those of the private 

business itself. 

Defense systems need to be in place both before and after an attack occurs in 

order to be legitimately effective, but in many cases, a business will not want to 

https://www.bankinfosecurity.co

m 
In 2018 there were 80,000 cyber 

attacks every day and over 30 

million attacks per year. 
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seek out governmental interference until it is too late and the damage has 

already been done. However, by promoting a global increase in communication, 

multinational penalties for cybercriminals, and providing assistance to local law 

enforcement, the international community can work to relieve some of the 

burden that now rests with private businesses and individual local governments 

that inevitably struggle to meet the challenge. 

  

Standardizing Cybersecurity Laws 

Even with governmental assistance in identifying and locating malicious intrusions, 

there is not necessarily a guarantee of repercussions. International legal 

discrepancies are often so extreme that, while in one country an action might 

have severe legal consequences, in another they may not. Before the advent of 

the Internet, it was far less possible for a crime to be committed by a person 

residing in one country against a target located in another. Without a standard 

of international laws regarding the legality of such actions, it is hard to 

demonstrate the potential for dangerous consequences to those who would act 

illicitly. The international community has historically acted largely in a disjointed 

manner, not creating standards for legal repercussions occurring across borders, 

but with cyberattacks this has ensured that there are essentially no legal 

repercussions for many violators. Even some of the traditionally more developed 

nations have only recently enacted legislation designed to prevent hacking, and 

many countries still operate without any. Because all a cybercriminal needs is an 

Internet connection, this can provide a sort of safe haven to an enterprising 

hacker. 

  

Enhancing Internet Regulation 

Another way of preventing attacks would be increasing the supervision and 

policing of an Internet that has, historically, been only marginally regulated. By 

heavily regulating Internet traffic and communication, it would be far easier to 

identify and intercept would-be illegal online activity. This could range from 

registering and actively monitoring IP address traffic to intercepting and using 

computer automation to verify the validity of requests sent over the network. In 

other words, censorship could go a long way towards reducing illicit activity. 

Further, while monitoring web-traffic on a high-level scale is largely impossible for 
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a small business, this is not the case for a government. An active government 

could step in at a moment of crisis and help to alleviate the burden felt by the 

victims of the attack, or at least, if desired, help to identify and trace the culprits 

as the activity is occurring. A business under attack is hardly going to be able to 

try and actively hunt down the parties responsible at the same time that the 

attack is occurring, the only time it is really possible to trace an attack, but a 

governmental organization could act swiftly and independently to identify those 

responsible. 

Still, greater government involvement in the Internet can raise difficult ethical 

questions revolving around privacy and anonymity online, the standards for which 

are different in every country. Without international cooperation and 

standardization, preventing attacks before they start is enormously difficult, and 

tracing them afterwards is almost impossible. 

  

Create Global E-Security Standards 

Once an attack begins, however, it does not necessarily succeed if the defenses 

mounted against it are well constructed. The burden to create sufficient defenses 

currently lies primarily with the owners of the systems themselves. It would be very 

difficult to mandate that any website or system follow an entire set of security 

protocols, and might possibly be ill- advised to do so anyways. There are, 

however, many general security standards that, if met, can help to protect a 

system from breach. The requirement of authorization, though very basic, is an 

important step in preventing attack. It both reduces anonymity and ensures a first 

line of defenses against automated attacks. A high level of monitoring can also 

be an effective tool against cyber-attacks, as well as many other defense 

mechanisms that can be set up. All of these are the site owner’s prerogative to 

build, however, and that is a distinction that cannot be overlooked. Each 

developer has a different degree of programming knowledge and resources at 

their disposal, and it is immensely difficult to generalize over such a wide and 

rapidly changing swath of business. For the most part, once an attack has begun, 

the efforts that must be undertaken in order to fight back are largely the 

responsibility of the owner. 
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BLOC POSITIONS: 

Cybercrime is an increasingly significant problem. It is 

becoming increasingly apparent that cybercrime 

can be destructive to any business and organization 

anywhere in the world. User data in each company 

may be at risk. Nonetheless, though they often share 

common concerns, nations typically address cyber 

issues from a wide array of perspectives. Though 

cybersecurity is a pressing challenge for all nations, 

when it comes to governmental responses, countries 

approach Internet regulation with different philosophies 

in hand. In general, nations can be divided into those 

that favor more intensive regulation of Web infrastructure, and those that favor 

maintaining the Internet’s relatively liberal architecture. This committees ‘chair 

would rather recommend delegates to further research bloc positions on this 

topic. Further investigation about the following relevant actors is recommended: 

Edward Snowden, Bradley/Chelsea Manning, Julian Assange, Wikileaks, 

Anonymous, SEA, and NSA. 

QARMAS: 

1. How can States establish a clear and concrete difference between 

intelligence activities and espionage? 

2. How can countries with less sophisticated defenses and fewer law 

enforcement resources be helped to defend their inhabitants? 

3. Should there be an international legal framework regarding social media 

and business advertising? 

4. How can countries act on hackers obtaining personal data and selling it? 

Should there be consequences against the enterprise who stores it? 

5. Does the international treaties, such as the ICCPR, apply for foreing 

surveillance? 

6. Are the security protocols of the web pages completely reliable? How can 

these protocols be improved to make them more safe? 

SUGGESTIONS FOR FURTHER RESEARCH: 

Even though this Study Guide provides information regarding the issue, it is highly 

encouraged that delegates research to learn their positions and bring new, 

https://www.connerindustries.co
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creative and unusual but practical solutions. Nonetheless, bear in mind each 

nation’s policy.  As a matter of fact, this study guide provides exactly the 

information required to start research. For instance, the dais will take into account 

content during committee sessions as the conference will be held virtually. 

For further research, we highly encourage looking for reliable sources which may 

include scholar reports, research groups specialised and focused in boosting the 

reinforcement of this right.  Some very good places to start research are in the 

official UNHRC web page, reading carefully and questioning each fact, providing 

delegates to search for more. Furthermore, it is essential for delegates to 

remember international laws, affairs, among others. In addition, be sure your 

information goes in harmony with your solutions, ensuring realism and viability   

Some resources that might be useful, even if already slightly outdated, for more 

background are: We Are Anonymous by Parmy Olson, Securing the Information 

Infrastructure by Joseph and Florence Kizza, Protecting Critical Infrastructures. 

● International Treaties 

○ Convention on the Privileges and Immunities of the United Nations 

(1946) 

○ Vienna Convention on Diplomatic Relations (1961) 

○ International Covenant on Civil and Political Rights – ICCPR (1966) 

● Documentary film 

○ The Social Dilemma - Netflix  

CLOSING REMARKS: 

As previously mentioned before, this study guide provides the essential content to 

start a research. For instance, we have discussed several topics in order to be 

more conscious about the bases. However, as a committee, we are looking for 

social media related caucuses without taking aside others. It is important for you 

to understand how governments differ with the right to privacy’s policy and its 

effects on enterprises.  

Please send an email with your name and country to confirm you are 

participating in CarMUN 2020 and if you have any question to 

unhrc.carmun@gmail.com. 

Finally, the dais looks forward to seeing you all in constant debate. Diego, Luis and 

Rodrigo wish you all the best in your research and conference preparation.  

https://www.netflix.com/title/81254224
https://www.netflix.com/title/81254224
mailto:unhrc.carmun@gmail.com
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BLOG POSTS: 

In this year conference we will replace position papers for blog posts, delegates 

will receive one question per week, starting three weeks before CarMUN. The 

questions must be answered before the deadline, delegates will have the 

opportunity not only to answer the question, but to comment other delegates 

responses. For more information we encourage you to read the Delegates 

Handbook, published in our webpage, www.carmunperu.org  

  

The first question will be posted on October the 2nd and must be answered before 

October 8th 11:59pm. The second question will be posted on October the 9th and 

must be answered before October 15th 11:59pm. The third and last question will 

be posted on October the 16th and must be answered before October 21st 

11:59pm.  

 

To access your committee's blog posts click in this link: https://unhrc-

blogpost.blogspot.com/  
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